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Abstract  

Evaluating spoken language proficiency stands as a pivotal component of language assessment. 

A well-known method for cheating in spoken language tests involves reciting pre-scripted 

responses. This paper describes a system developed to detect this type of cheating, called the 

Automated Speech Similarity Detector (AutoSSD). AutoSSD leverages artificial intelligence (AI) 

transcription to convert spoken responses into texts. It then calculates various metrics of 

verbatim similarity between the texts, flags pairs whose similarity levels exceed set thresholds, 

and provides an interactive interface for a subsequent expert review. Our system has proven 

effective in practical operation, and our findings can help other spoken language assessments 

bolster their test security measures. 

Keywords: language assessment, test security, speech similarity detection, test integrity, 

cheating detection, text similarity, automated speech recognition, speech-to-text, AI in 

language testing 
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Introduction 

The introduction of remote testing in the wake of the COVID-19 pandemic brought 

tremendous convenience to learners and test takers (St-Onge et al., 2022; Zheng et al., 2021) 

but also opened the doors for potential cheating (Bilen & Matros, 2021; Janke et al., 2021; 

Newton & Essex, 2023). One of the simplest yet most common ways of cheating is to reuse 

existing material (Noorbehbahani et al., 2022). Test takers can copy from prepared responses to 

leaked or reused items (Y. Chen et al., 2022) or use generic templates that can fit a wide variety 

of prompts with minimal modifications. Moreover, in remotely administered tests, proctors rely 

on cameras (often a single one) with a limited field of view. These circumstances add new 
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challenges in ensuring test security, thus motivating the use of artificial intelligence (AI)–based, 

automated systems that can detect cheating attempts post-factum. 

Many language tests include a speaking section that is prone to this type of cheating, 

namely, test takers reading out prepared or copied responses. The Automated Speech 

Similarity Detector (AutoSSD) was designed to detect these cheating attempts. Due to the fact 

that similarity or plagiarism detection for written text is a much more mature area of research 

(Foltýnek et al., 2019; Gomaa & Fahmy, 2013), the underlying idea is to make the latter 

applicable to spoken responses by transcribing audio recordings. Transcribing spoken responses 

accurately and cost-efficiently has been a significant challenge for a long time. However, the 

swift advancement of AI technology in recent years has matured speech-to-text transcription, 

making the detection of similar spoken responses practical and feasible. 

In a nutshell, AutoSSD works by calculating pairwise verbatim similarities of all 

responses submitted in a test administration. The exact similarity measures used for this 

purpose will be detailed in a later section. Two types of pairs are flagged: response-response 

pairs, where two essays are mutually similar, and response-prompt pairs, where an essay is 

similar to the prompt text. In the response-response case, both test takers are flagged as they 

may have copied their responses from each other or, more likely, from the same template. In 

the response-prompt case, the test taker is flagged for merely repeating or reformulating the 

stimulus rather than providing a genuine response. All flagged response-response and 

response-prompt pairs are then forwarded to a human expert review to make the final decision 

whether the detected similarities constitute plagiarism. 

AutoSSD is a continuation of a line of work on plagiarism detection for spoken 

responses. Similarities to the prompt questions were used by Yoon and Xie (2014) to detect 

responses that are unfit for automated scoring. For plagiarism detection, Evanini and Wang 

(2014); X. Wang, Evanini, Mulholland, et al. (2019); and X. Wang et al. (2016) employed a text 

similarity–based methodology conceptually similar to the one proposed in this paper. Based on 

these results, X. Wang, Evanini, Qian, and Zechner (2019) explored the use of deep neural 

networks to learn similarity patterns between plagiarized responses. AutoSSD builds on these 

works, but has a stronger focus on applicability and scalability. 
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Before turning to the main sections, we offer two clarifying remarks regarding the 

purpose and context of this paper. First, it is important to note that this paper is primarily 

descriptive: We detail the architecture and working principles of AutoSSD and report its 

performance over a 6-month period of use with real data. This paper is not intended to present 

the results of a rigorously designed and conducted empirical study, nor do we consider it a 

contribution to advancing the state-of-the-art in speech similarity detection methodology—

AutoSSD is based on well-known ideas and techniques. Nevertheless, we believe that sharing 

our observations and experiences benefits the test security and speech processing 

communities. In contrast to many proposed systems that have only been demonstrated under 

lab conditions and on comparatively small benchmark datasets, AutoSSD was integrated into a 

live processing pipeline and has been extensively tested on large-scale real data. Therefore, we 

consider the AutoSSD architecture a useful starting point for practitioners or applied 

researchers who are faced with similar challenges. 

Second, we would like to highlight that this paper provides insights into a plagiarism 

system used in operation by ETS. Typically, these systems are proprietary and opaque to both 

researchers and the test takers affected by them. With this paper, we aim to be as transparent 

as possible without revealing information that could potentially be used to compromise the 

security of our tests. Therefore, our description of the system and presentation of the results 

can lack details that are typically expected in a research report. We kindly ask the reader to 

keep this in mind. 

The remainder of the paper is organized as follows. In the System Architecture section, 

the overall architecture of AutoSSD is detailed. In the Transcription section, the automatic 

speech recognition (ASR) used by AutoSSD to transcribe the spoken responses is discussed. The 

similarity measures and thresholds used for detecting suspicious response-response and 

response-prompt pairs are described in the Detector section. The Results and Findings section 

summarizes our observations and findings from using AutoSSD in a large language test (TOEFL, 

2025) between November 2022 and March 2023. The paper concludes with a discussion of the 

strengths and weaknesses of AutoSSD and an outlook on possible extensions and alternative 

approaches. 
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System Architecture 

In this section, the architecture of AutoSSD is introduced and explained in broad strokes. 

The AutoSSD pipeline is depicted in Figure 1, with transcription and detector being the core 

blocks. These will be discussed in more detail in later sections. 

The AutoSSD pipeline consists of the following six components: responses and prompts, 

transcription, detector, flagged pairs, human-in-the-loop review, and decision. 

Figure 1. Automated Speech Similarity Detector (AutoSSD) Pipeline 

 

Component 1: Responses and Prompts 

The inputs to AutoSSD are audio recordings of the test takers’ speech responses and  

their corresponding item prompts. Depending on the item type, the latter can range from a 

short stem for independent speaking tasks to a combination of stems, reading passages, and 

lecture transcripts for integrated speaking tasks (see the Detector section for more). 

Component 2: Transcription 

To compare the similarity of the contents, the audio recordings of the responses are first 

transcribed. In principle, any ASR can be used for this step. For reasons outlined in the next 

section, we used Amazon Web Services (AWS) Transcribe for AutoSSD. 

Component 3: Detector  

The detector is the main component of AutoSSD. It calculates all possible pairwise 

response-response and response-prompt similarities and flags pairs whose similarity exceeds a 

certain threshold. This will be described in detail in the Detector section. 
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Component 4: Flagged Pairs  

The detector output is a so-called similarity file containing the flagged response-

response and response-prompt pairs. In addition, each pair is assigned a cluster ID. A cluster 

consists of all pairs that have at least one response in common. The identified clusters can be 

inspected by the human reviewers for insights into how and where specific templates circulate. 

Component 5: Human-in-the-Loop Review 

Deciding what kind and degree of similarity constitutes cheating depends on the specific 

items, test program, and the corresponding policy. As such, AutoSSD has a built-in human-in-

the-loop component to ensure that each pair of transcripts flagged by the detector is reviewed 

by a human expert. This process is assisted through an interactive web application/dashboard 

that displays the two suspicious responses next to each other, highlights matching segments, 

and provides summary statistics (e.g., the lengths of both responses, different similarity 

measures). Because the exact interface and functionality of the dashboard can differ 

significantly depending on the needs and preferences of its users, we will not go into further 

details in this paper. 

Component 6: Decision  

Based on the reviews, a decision is made on whether test scores should be released, 

held, adjusted, canceled, etc. This decision is informed by AutoSSD but is ultimately made by 

human experts strictly following the test program’s policy. 

In the remainder of this paper, we focus on the transcription and detector blocks, which 

are at the core of the AutoSSD system. While the dashboard is also an integral component, as it 

facilitates human reviews of the flagged cases, its exact interface and functionality can vary 

significantly depending on the item types, plagiarism guidelines, and personal preferences of 

the reviewers. 

Transcription 

As part of the general progress of machine intelligence, ASR has made tremendous 

advances in recent years (Prabhavalkar et al., 2023; D. Wang et al., 2019) and, in certain 

scenarios, matches or even exceeds the accuracy of human experts (Radford et al., 2022). These 



M. Fauss et al. AutoSSD Responses in Language Tests 

ETS Research Memorandum No. RM-26-02  © 2026 Educational Testing Service   6 

developments enable us to detect speech similarity based on automatically generated 

transcripts. 

We identified three key requirements for ASR in AutoSSD: accuracy, efficiency, and cost. 

Accuracy  

If the ASR is not accurate enough, it can reduce the detection rate of the subsequent 

detection step. For example, differences in accents or pronunciations can lead to the ASR 

system making different transcription mistakes for different test takers, thus reducing the 

similarity between the transcripts. These are examples of what is referred to as transcription 

noise. It is important to note that transcription noise cannot be eliminated, because virtually all 

takers of language tests are non-native speakers and, in the case of at-home administration, 

record their responses using non-standardized equipment. However, it should be kept as low as 

possible. 

Efficiency  

A single administration of a large test can include 10,000 or more test takers. Assuming 

that the average response length is 45 seconds, a conservative estimate, approximately 125 

hours of speech need to be transcribed per item. In order to ensure that scoring is completed 

on time, these transcripts must be available within hours, placing a high demand on the 

efficiency of the ASR system. 

Cost  

In the end, the accuracy and efficiency of an ASR system need to be evaluated in light of 

its economic feasibility. This includes short-term costs, such as hardware or cloud resources, 

and long-term costs, such as the labor and expertise required to develop, run, maintain, and 

update the system. 

Based on these requirements, we investigated five ASR options: 

• ETS SpeechRater® is developed by ETS and “uses advanced speech recognition and 

analysis technology to provide detailed feedback about a nonnative speaker’s 

English-speaking proficiency” (ETS, 2025). Although its primary purpose is scoring, 

SpeechRater also provides transcripts of spoken responses (L. Chen et al., 2018). 
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• ETS Rater Feature Services (RFS) is a service-based framework that provides access 

to various raters and engines, including a transcription service that is an updated 

and modified variant of the one included in ETS SpeechRater (Loukina et al., 2015). 

• Otter is a transcription and note-taking tool developed by Otter.ai. It is geared 

toward transcribing conversations and generating captions in real time but also 

offers high-quality general ASR services (https://otter.ai). 

• AWS Transcribe is a cloud-based, general-purpose ASR service provided by AWS 

(AWS, 2017). 

• Whisper is an ASR system developed by OpenAI. It uses large, pre-trained 

transformer networks that have recently been made publicly available. OpenAI 

claims that Whisper “approaches human-level robustness and accuracy on English 

speech recognition” (OpenAI, 2022). 

Figure 2 illustrates the word-error-rate (WER) box plots of the ASR systems. In order to 

establish the transcription accuracy in the context of AutoSSD, we used audio recordings of 30 

matching response pairs identified by human experts. This data set contained 43 unique 

responses, due to the fact that several occurred in multiple pairs. A human expert transcribed 

each response, and the resulting transcripts were used as the ground truth1 to evaluate the ASR 

systems.  

Although this data set is small, it provided some useful insights. Whisper and AWS 

Transcribe showed the highest accuracy in our tests, with average WERs between 10%–20%. 

Note that, although these numbers may seem high, the transcripts are virtually identical for 

most practical purposes. This is because the differences are mainly due to variations of the 

same word, such as plural forms (e.g., house versus houses) or short forms (e.g., because versus 

cause).  

 

https://otter.ai/
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Figure 2. Word-Error-Rate Box Plots of Automatic Speech Recognition (ASR) Systems

 

Note. RFS = Rater Feature Services. Results are based on 30 similar response pairs with 43 
unique responses. 

It is important to emphasize that in this experiment, the quality of the ASR systems is 

evaluated in light of the intended use-case of similarity detection. For example, we found that 

one of the reasons why SpeechRater and RFS showed a high WER in our test is that their 

transcriptions are in fact closer to the spoken response: They include fillers, such as hm, ehm, 

uh and word fragments, such as the pro…professor argues that.  In contrast, systems developed 

solely for the purpose of speech recognition tend to clean the transcript. For similarity 

detection, this cleaning is useful, as fillers and word fragments are not part of the underlying 

templates that we seek to identify. However, for speech rating, this information can be highly 

useful. 

State-of-the-art ASR systems require substantial computing power. In particular, the 

Whisper networks require modern graphics processing units (GPUs) and large-scale 

parallelization to meet the efficiency requirements of AutoSSD. Because AWS Transcribe is a 

cloud-based service, it does not run into such hardware limitations—at the time of this writing, 

AWS Transcribe can process up to 100 jobs in parallel (AWS, 2019)—but the service’s running 

costs must be considered. 
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Based on these findings, we decided to use AWS Transcript in AutoSSD. It showed the 

second-highest accuracy in our test, can run efficiently and parallelized in the AWS cloud, 

integrates well with other AWS-based ETS services, and is available at a competitive price. The 

AWS environment used by ETS already adheres to ETS’s strict privacy requirements, which is 

critical when dealing with test-taker responses. 

Detector 

Once test-taker responses have been transcribed, the transcripts and prompt texts of 

the items are handed over to the AutoSSD detector: the core component of the AutoSSD (see 

Figure 1). The detector then calculates various similarities between responses and prompts, 

filters out pairs with suspiciously high similarity, and finally creates a similarity file with all 

flagged pairs and some additional metadata.  

In what follows, the tokenizers, similarity measures, and thresholds used for different 

types of pairs are summarized, and some implementation details are discussed. 

Tokenizer 

The first step of the detection process is to tokenize the transcripts and prompts. The 

AutoSSD tokenizer is based on the default scikit-learn (Pedregosa et al., 2011) tokenizer with 

the following text-cleaning steps: 

• Remove punctuation marks, including dashes, parentheses, and brackets 

• Convert all letters to lowercase 

• Convert text to a list of words/tokens 

• Remove all stop words from the list 

To clarify the last bullet point, stop words are words that provide little to no similarity 

information. Common examples are frequently used words such as a, the, this, that, is, and are. 

In the context of language assessment, stop words can also be item dependent. For example, it 

can be helpful to ignore words or entire phrases used in the prompt, due to the fact that test 

takers tend to repeat the prompt or borrow from its vocabulary. 
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Similarity Measures 

AutoSSD supports a variety of similarity measures, that is, different ways of defining the 

similarity of two token sequences. There are three similarities currently used in operation: 

• Trigram cosine similarity 

• Fuzzy similarity/Token Set Ratio 

• Match ratio 

These similarities, and the advantages and disadvantages of using them for speech 

similarity detection, are summarized in the following paragraphs. 

Trigram Cosine Similarity 

AutoSSD uses the trigram cosine similarity (Manning et al., 2008, Section 6.3) with term 

frequency-inverse document frequency (TF-IDF) weighting (Robertson, 2004; Spärck Jones, 

1972). Different variations of cosine similarity are frequently used in text processing and 

plagiarism detection (Gomaa & Fahmy, 2013). The pros and cons of using it for speech similarity 

detection are as follows. 

Pros. Trigram cosine similarity can be calculated efficiently. Because all required 

operations are easily vectorized, and the respective vectors are typically sparse, it is possible to 

calculate the trigram cosine similarity of millions of response pairs in seconds. 

The trigram cosine similarity is known to be relatively robust and well-aligned with how 

human experts rate text similarity. The higher the cosine similarity, the more similar the two 

documents typically appear to a human. This monotonicity is useful because it justifies the 

practice of only processing/reviewing pairs whose trigram cosine similarity exceeds a certain 

threshold. 

Cons. The trigram cosine similarity is sensitive against minor spelling and wording 

differences. While the AI-generated transcripts are free of typos, such differences may still 

occur. For example, non-native speakers might omit the plural “s” in nouns or the third-person 

“s” in verbs. As mentioned previously, ASR systems tend to correct such errors, but do not do 

so consistently. Another source of transcription noise are homophones, such as “sea” and 

“see,” which are treated as two entirely different words/tokens by the trigram cosine similarity. 
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This issue is one of the motivations for additionally using a fuzzy similarity (see the Fuzzy 

Similarity subsection). 

Trigrams are not always an ideal choice for capturing text or speech similarity. In some 

cases, one would rather look for longer shared sequences (e.g., 4-, 5-, 6-grams); in other cases, 

it makes sense to look at shared tokens (i.e., unigrams). Generally, there is no one-size-fits-all n-

gram order. 

Summary. In practice, the trigram cosine similarity is highly useful. It is useful for a first 

filtering, meaning that more complex similarities are only calculated for pairs whose trigram 

cosine similarity exceeds a certain threshold. This technique reduces the computational load 

significantly (see the Parameters and Thresholds subsection). Finally, our experiments showed 

that in most cases, trigrams provide a good trade-off between local and global similarity, and 

that higher or lower n-gram orders added little information. 

Fuzzy Similarity 

The cosine similarity is defined on a token/word level, that is, it captures how many 

tokens—or sequences of tokens, such as trigrams—two texts have in common. This definition 

of text similarity is often useful and allows for an efficient calculation. However, it is not robust 

against some artifacts commonly found in handwritten/hand-typed texts, such as typos or 

informal spellings of a word. For example, consider the following two sentences:  

• Sentence A: “I could not make it, because I fell sick.”  

• Sentence B: “I could not maje it, cause I fell sick.” 

Here, Sentence B is a sloppy version of Sentence A—“maje” is a typo (“j” is next to “k” 

on common keyboard layouts), and “because” was shortened to “cause.”  

AutoSSD tokenizes both sentences as follows: 

• Sentence A: [could, not, make, it, because, fell, sick]  

• Sentence B: [could, not, maje, it, cause, fell, sick]  

These two token sequences have no trigrams in common. As a result, the trigram cosine 

similarity of the two underlying sentences is zero.  
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The fuzzy similarity aims to detect such segments that do not match on the token level 

but are highly similar on a character level. The fuzzy similarity used by AutoSSD combines 

resources from several libraries. First, the documents are tokenized as described previously. In 

addition, the tokenizer ignores all words in the default list of English stop words within the 

Natural Language Toolkit (NLTK) for Python (Bird et al., 2009). The similarity of the resulting 

token sequences is then calculated using the Token-Set-Ratio similarity as implemented by the 

RapidFuzz library (Bachmann, 2023). 

Pros. As mentioned previously, the main advantage of fuzzy similarity is that it does not 

rely on exact token matching. The two sentences in the previous example have a zero trigram 

cosine similarity but a fuzzy similarity of 0.78. Additionally, fuzzy similarity is insensitive to 

reordering sentences or sentence parts. For example, the fuzzy similarity of the following two 

sentences is larger than 0.99, while their trigram cosine similarity is merely 0.54:  

• Oil prices are determined by global supply and demand, rather than any country’s 

domestic production level. 

• Rather than any country’s domestic production level, global supply and demand 

determine oil prices. 

Fuzzy similarity can catch similarities even if two texts are of vastly different lengths. For 

example, assume that the first text is a copy of the first paragraph of a second, much longer 

text. Because all tokens of the first text are contained in the second essay, the fuzzy similarity of 

both is 1.0. In contrast, the cosine similarity will be small because the absolute number of 

shared tokens between both essays is small. 

Cons. Not taking the order in which words/tokens appear into account is a strength and 

a weakness of the fuzzy similarity. In particular, it can lead to high similarities between 

responses that use a similar vocabulary but are semantically different. For example, the 

following sentences have a fuzzy similarity of 0.76, while their trigram cosine similarity is zero: 

• “Rover likes to play ball in the dog park.” 

• “I’d like to have a ball park figure on the Range Rover.” 
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Similarly, the fact that a small overlap of words/tokens is sufficient for a high fuzzy 

similarity can cause problems. For example, if a test taker only repeats the prompt without 

answering it, their response is highly similar to that of all test takers who also repeat the 

prompt but then go on to provide a proper answer. 

Finally, the fuzzy similarity is difficult to interpret and may not align well with expert 

judgment. In particular, it often overestimates the similarity of response pairs, making it hard 

for human reviewers to pinpoint which aspects or segments of the responses led to this high 

value. 

Summary. In practice, it turned out that the fuzzy similarity is helpful for identifying 

response-prompt pairs but much less so for identifying response-response pairs. This is in line 

with the properties discussed previously—namely, that the response of a test taker repeating 

the prompt will likely have a high response-prompt fuzzy similarity. However, the question of 

why fuzzy similarity is not a good choice for flagging response-response pairs needs further 

investigation. One reason could be that, due to the fact that AutoSSD works on machine-

generated transcripts instead of human-written essays, the compared texts rarely contain typos 

and informal spellings. 

Match Ratio 

When analyzing the cases detected by ETS’s Automatic Essay Similarity Detector, 

AutoESD (Choi et al., 2024), it became clear that the match ratio showed the best separation 

between true and false positives. Therefore, we decided to include the match ratio in the 

AutoSSD detector as a third similarity measure. 

The match ratio similarity uses the SequenceMatcher class of Python’s difflib library 

(Foundation, 2023), which can identify matching segments in two sequences. To this end, again, 

both documents are first tokenized. The longest contiguous matching subsequence of tokens is 

identified and added to a list. The algorithm then identifies the longest matching subsequence 

of tokens before and after the already identified subsequence and adds them to the list as well. 

It proceeds in this recursive manner until no more matching subsequences can be found. The 

match ratio is then given by the ratio of twice the total length of all matching segments to the 
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total lengths of both sequences. See the difflib documentation for more details (Foundation, 

2023). 

Pros. As mentioned previously, the match ratio aligns well with the judgment of human 

experts, even better than the trigram cosine similarity. A response pair with a higher match 

ratio is almost always more similar than a pair with a lower match ratio. Additionally, the match 

ratio is an approximate measure for the overlap of two texts, which is often used as a criterion 

to establish plagiarism. For example, many scientific journals limit the permissible overlap with 

the literature to 20%–30% (IEEE, 2023). 

Finally, the match ratio can easily be visualized by highlighting all matching segments in 

the underlying texts. This makes it a useful tool for the human reviewers when comparing a 

response to a potential source. 

Cons. Owing to the underlying recursive search, the match ratio misses matches that 

appear before the longest matching segment in one sequence and after the longest matching 

segment in the other sequence. For example, the match ratio of the following two sentences, 

taken from the Fuzzy Similarity example, is only 0.47, because the longest matching segment 

appears at the end of the first sentence and at the beginning of the second sentence: 

• “Oil prices are determined by global supply and demand, rather than any country’s 

domestic production level.” 

• “Rather than any country’s domestic production level, global supply and demand 

determine oil prices.” 

The match ratio is one of the more expensive similarity measures to calculate, and its 

computation time grows quadratically with the essay length (Foundation, 2023). 

Finally, the fact that the match ratio is easy to visualize is also a potential danger. 

Namely, reviewers might give it disproportionate weight in their decision regarding whether a 

certain degree of similarity constitutes cheating. In fact, since its introduction, the AutoSSD 

dashboard has had the feature to highlight the matching segments underlying the definition of 

the match ratio. Therefore, there is a non-negligible possibility that the match ratio was 

identified as the most salient feature simply because reviewers—consciously or 
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unconsciously—tend to base their decision on it. This aspect will be further investigated in the 

future. 

Summary. The match ratio has proven helpful, particularly in identifying response-

response pairs. It produces fewer false positives than other similarities and provides useful, 

interpretable information to the reviewers. It is less helpful in identifying response-prompt 

pairs, likely because, in contrast to the fuzzy similarity, it is affected by one document being 

significantly shorter than the other. 

Parameters and Thresholds 

So far, we have detailed the tokenizer and the three similarities that AutoSSD uses. This 

subsection will discuss how these similarities are used to flag response-response and response-

prompt pairs. 

All response-response and response-prompt pairs are first filtered by trigram cosine 

similarity. As explained previously, the trigram cosine similarity measure provides a good 

baseline and can be calculated efficiently. Typically, the vast majority of pairs are already 

discarded based on their cosine similarity. The remaining pairs are further filtered by fuzzy 

similarity and match ratio. 

Only pairs exceeding all three similarity thresholds are flagged for human review. 

The particular thresholds that the similarities of response pairs need to exceed in order 

for them to be flagged depend on the item type as well as the pair type (i.e., response-

response, response-prompt). These thresholds were established based on an analysis of 

reviewed pairs and on feedback from expert reviewers. However, because cheating techniques 

evolve continuously, and test takers adapt to the introduction of systems like AutoSSD, these 

thresholds will require periodical adjustments. 

Results and Findings 

Since the operationalization of AutoSSD, we have logged the outcomes of many expert 

reviews, which has offered some insight into the performance of AutoSSD and the usefulness of 

the similarity measures discussed in the previous section. 
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The results presented here are based on TOEFL iBT® tests (TOEFL, 2025) administered 

between November 2022 and March 2023. The data are split into true and false positives. True 

positives are pairs flagged by AutoSSD whose subsequent expert review resulted in a complete 

or partial score cancellation. False positives are pairs flagged by AutoSSD whose review did not 

result in a score cancellation. Unfortunately, we cannot make statements about the true and 

negative rates because only flagged pairs underwent human review. As a consequence, our 

performance evaluation is limited to the precision of the detector, that is, the share of true 

positives among all flagged pairs. 

Note that the categories true positive and false positive should be taken with caution, as 

they do not adequately reflect the many gray areas in between results. For example, even 

response pairs that are ultimately released may still contain suspicious segments that warrant 

closer inspection by a human expert. 

Table 1 summarizes the true and false positives in our data set for different item and 

pair types. Here, independent items consist of short standalone prompts that ask the test taker 

to express their experiences, ideas, and opinions on a certain topic. Integrated items combine 

speaking with listening and/or reading tasks, thus testing a broader spectrum of language skills. 

Typically, an integrated item asks test takers to compare and contrast the content of a reading 

passage to that of a short lecture or dialogue. Interested readers can find more details on the 

official TOEFL® website.2 The low precision for independent items is largely due to common 

prompt language in the responses during the first months of operation, which caused many 

false positives. These numbers decreased significantly when we started filtering prompt 

language in the similarity calculations. Finally, note that no response-prompt similarity is 

calculated for independent speaking items, because those items have a short prompt that test 

takers are free to repeat in their response. 

Table 1. AutoSSD Precision 

Item and Pair Type Precision 

Independent Response-Response 29% 

Integrated Response-Response 48% 

Integrated Response-Prompt 64% 
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In a general machine-learning context, the performance metrics in Table 1 may seem 

alarmingly low. However, in the context of high-stakes testing, there are some key differences: 

• We deliberately chose the detection thresholds to minimize the false negative rate, 

that is, the number of undetected cheating attempts. This strategy is critical in 

ensuring test integrity but comes at the necessary cost of an increased false positive 

rate. 

• Again, we would like to underscore that all flagged pairs undergo a review by human 

experts. In fact, it can be argued that the main objective of AutoSSD is to reduce the 

number of pairs that undergo an expert review to a manageable level. 

• To put the numbers in Table 1 into perspective, note that a precision of 50% means 

that every second expert review results in a score cancellation. In the context of 

high-stakes testing, where every suspicious event or behavior needs to be 

investigated, such a rate is considered acceptable or even high. 

• We continuously adjust thresholds and parameters like stop words based on 

feedback and data from expert reviews. The presented results are averaged over 

several months, with the precision being lower during the early periods of running 

AutoSSD operationally. 

• Finally, perfect precision is explicitly not our goal; we instead target values of around 

50%. In doing so, we create a growing, balanced, high-quality data set of flagged, 

reviewed, and labeled response pairs. Such a data set is highly valuable for many 

research purposes in test security and other areas. 

In summary, AutoSSD is an instructive example of a human-in-the-loop AI system that 

combines the strengths of humans and machines and improves its performance iteratively. 

While humans are still unmatched in their ability to understand and holistically evaluate test-

taker responses, it requires AI technology to pre-screen and filter millions of potentially 

suspicious response pairs. In turn, the labels assigned by the expert reviewers provide valuable 

data for adjusting similarity thresholds and assessing the usefulness of different similarity 

metrics, thus closing the human-AI loop. 
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Conclusions and Outlook 

AutoSSD, as a human-in-the-loop AI system, has proven to be highly impactful in 

operational use. In particular, the similarity measure–based approach balances three important 

goals: catching a wide variety of cheating attempts, being computationally feasible, and 

providing helpful information to human experts. Of course, alternative approaches exist, but, 

from our experience, these approaches often fall short in at least one of the three criteria. For 

example, more sophisticated plagiarism detection tools that operate on multiple levels (Arabi & 

Akbari, 2022) and perform synonym substitution or text alignment (Sanchez-Perez et al., 2015) 

are likely to catch the more elaborate cheating attempts that the current AutoSSD system 

misses. However, such tools typically run orders of magnitude slower, have many more 

parameters requiring tuning, and are more sensitive to item and response type changes. On the 

other hand, end-to-end solutions based on trained or fine-tuned neural networks provide little 

to no information to human reviewers and require large sets of high-quality training data. In 

our use case, this approach often faces a chicken-or-egg dilemma, as acquiring ample training 

data is nearly impossible without an existing automated speech similarity detector. 

The modular design of AutoSSD also makes it easy to adapt the system to different tests 

and items by, for example, modifying the thresholds or by adding or replacing similarity metrics. 

Both can typically be done based on small sets of training data in combination with expert 

knowledge and feedback. 

Nevertheless, the current version of AutoSSD is not free from issues that require further 

improvements and extensions—which are being actively researched at ETS. For example, while 

using ASR systems to reduce the problem of quantifying speech similarity to that of quantifying 

text similarity is an elegant and efficient approach, it also comes with limitations. Human 

experts often base their decisions not only on the transcripts but also on the original audio 

recordings. The latter contain much more information and can reveal, for example, 

inconsistencies between language use and speaking proficiency or speaking patterns that are 

indicative of reading from a prepared template. An AI-powered system that can extract useful 

features directly from the audio recordings and fuse them with the AutoSSD output is currently 

being investigated. Another ongoing strand of research is to supplement the similarity-based 



M. Fauss et al. AutoSSD Responses in Language Tests 

ETS Research Memorandum No. RM-26-02  © 2026 Educational Testing Service   19 

detector with an AI classifier that considers more features. Such a system can be used to 

inspect the flagged cases and unflag likely false positives, thus reducing the workload of the 

human reviewers. Again, note that such a system cannot replace the detector, because it relies 

on the latter to produce training data and to reduce the number of cases to a feasible level. 
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Notes 
 

1As the quality of automatic speech recognition (ASR) systems improves, this assumption can 

become problematic. We observed that, in some cases, the automatic transcriptions are 

more accurate than the human ones. In particular, words or segments that were marked as 

“unintelligible” by the human transcribers were sometimes correctly identified by the 

machines. Nevertheless, especially in the context of language tests, we believe that “being 

close to what humans understand” is a viable criterion for the accuracy and usefulness of an 

ASR system. 

2https://www.ets.org/toefl/test-takers/ibt/about/content/speaking.html 

https://www.ets.org/toefl/test-takers/ibt/about/content/speaking.html
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